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Abstract: The management of the weapons warehouse within the Army
Polytechnic (Poltekad) plays a crucial role in maintaining personnel security and
training readiness. However, a persistent obstacle is the manual or semi-digital
recording process. This slows down data collection, makes it prone to errors, and
makes it difficult for officers to quickly submit reports to superiors. Based on these
issues, this research developed a solution in the form of an Android-based
monitoring application equipped with generative Al technology. The goal is simple:
to facilitate real-time and intelligent weapons monitoring. Using a prototype
development method, this system is designed not only to record incoming and
outgoing weapons data but also utilizes Al to automatically compile daily narrative
reports. The end result is that this application is proven to be effective, weapons
stock data is more accurate, and administrative work for officers is significantly
reduced thanks to the Al's automatic reporting feature.
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education, training,

and the operational

The Army Polytechnic (Poltekad)
plays a crucial role in producing soldiers who
are not only physically resilient but also
proficient in defense technology. In military
like Poltekad,

management, particularly the management of

education logistics
weapons depots, plays a vital core element in
ensuring smooth and effective operations.
Weapons depots are not simply storage
areas for assets, but also vital points that
demand the highest security standards and
precise data accuracy. Weapons readiness
directly

impacts the smooth running of

readiness of units. However, the reality on the
ground often presents significant challenges.
To date, mechanisms for monitoring the entry
and exit of weapons still rely heavily on
conventional methods. Officers on duty or in
the logistics department often have to
manually record weapon serial numbers,
borrower names, and return dates in
unintegrated logbooks or spreadsheets. This
work method has

manual significant

weaknesses, ranging from slow data

recapitulation to a high risk of human error

due to officer fatigue. As a result, presenting
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accurate data in real time to superiors is
difficult.

The need to modernize this system
aligns with developments in information
technology research over the past three
years. Various literature reviews highlight the
urgency of digital transformation in asset
management. As revealed in a recent study,
the (Android)-based

applications integrated with digital systems

use of mobile
has been shown to significantly reduce

inventory inspection time compared to
manual methods and increase the validity of
asset data in the field (Rasyid Ridha &
2023).

developments in Artificial Intelligence (Al)

Supriatna, Furthermore,
technology also offer new breakthroughs.
Another study confirmed that the integration
of Generative Al into management systems
serves not only as a question-and-answer
tool but also automates the creation of

complex narrative and routine reports,
drastically reducing the human administrative
2024).

Although both technologies are mature, their

burden (Paulose & Neelanath,
integrated application in a specific military
security environment like the Army Training
(Poltekad)

unexplored.

Center remains largely

Departing from the gap between
manual problems in the field and potential
technological solutions, this research focuses

on a key problem formulation, namely how to
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design an effective weapons warehouse
monitoring application to replace manual
recording, and how to integrate Generative Al
intelligence so that the system can process
transaction data into accurate, automated
this
research aims to produce a prototype of an

reports. Answering these problems,

Android-based application that can present
weapons availability data in real-time and
transparently. Furthermore, the goal of this
research is to implement intelligent features
based on Generative Al to assist officers in
compiling daily reports and warehouse
activity analysis without the need for lengthy

typing, thereby minimizing human error.

Through the development of this
system, the author has high hopes for the
benefits that can be felt, both practically and
academically. For the Poltekad institution, this
application is expected to be a real tactical
solution, where the administrative burden of
warehouse officers can be reduced and
leaders can monitor logistics readiness at any
time with valid data. Meanwhile,
academically, this research is expected to
enrich the treasure trove of Informatics
Engineering knowledge by proving that
Generative Al can be implemented safely and
effectively in sensitive real-world cases such
as military asset management, going beyond
its general use which is limited to creative

content creation.
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RESEARCH METHODS

The method used in this research is an
experimental method with a Research and
Development (R&D) prototype approach.
This method was chosen because it allows for
direct testing through the implementation of a
specially designed program hypothesis,
namely an Android application for monitoring
armory that is integrated in real time with a
website API. This allows the system to be
tested iteratively to achieve the desired result:
accurate data synchronization between the
RFID/Hikvision hardware and the display on
the mobile device (Gunawan et al., 2024).

This study uses two main variables:
The
independent variables are the implementation
of the REST API architecture in the Android
application and the Generative Al algorithm

independent and dependent.

run in the program for text analysis. The
dependent variables are the response speed
of weapons stock data (latency) and the
accuracy of the generated automated report
narrative. This study is expected to provide
insight into the extent to which the integration
of artificial intelligence in military logistics
systems can improve reporting efficiency
without compromising strict data security
standards (Putrie et al., 2025).

Research Components

The Android (Java) application is the main
user interface media that functions to display

visualization of weapon stock data and is a
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gateway for interaction with intelligent

assistants (Alpiansyah et al., 2023).

REST API

Interface)

(Application  Programming

functions as a bridge for
exchanging JSON data between maobile
applications and warehouse servers that
store data from RFID and facial recognition

cameras (Wahyudi et al., 2025).

Generative Al Service is a natural language
processing (NLP) component that is tasked
with processing raw transaction log data into
standard
(Cusumano et al., 2024)

military report sentences

Database Server (MySQL) is a centralized
that input from
hardware (RFID Reader & Hikvision) before
being distributed to the application (Sami et
al., 2024).

data storage receives

FCM (Firebase Cloud Messaging) serves as
a real-time notification delivery service from
the server to users’ Android devices, allowing
important information such as borrowing
status, anomalies, and daily reports to be
received automatically without requiring the
application to be opened (Widodo et al.,
2025).

The testing device is an Android smartphone
with certain minimum specifications and a
stable internet connection to test data
retrieval from the server (Bintang Sadewa et

al., 2024).

System Planning
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The system design in this study aims
to establish a transparent arsenal monitoring
mechanism by utilizing data from a third party
(warehouse server) and reprocessing it using
This
composed of several key interconnected

artificial  intelligence. system is
components, starting with physical sensor
readings, data synchronization via API, and
finally visualization on the user's mobile

screen (Ryzki et al., 2024)

holder _weapon Luser

1

nnnnnn

information

Figure 1. Entity Relationship Diagram (ERD)

The diagram illustrates the ERD of the
armory monitoring system, which consists of
four main tables: t_holder, t weapon,
t transaction, and t_user. The t_holder table
stores personnel identity data such as name,
rank, nrp, and position, while the t weapon
table contains weapon inventory information
including  serial_number,  weapon_type,
rack_number,
RFID_number,
linked through holder_id. All borrowing and

the

warehouse_status,
and condition, which are

return activities are recorded in

t transaction table using the relationships

weapon_id and holder_id, allowing weapon
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movement history to be systematically
tracked. Meanwhile, the t_user table is used
for application authentication by storing
username, password, and role. This relational
structure ensures that personnel, weapon,
and transaction data are well integrated,
supporting accurate, controlled, and secure
armory inventory management (Wahyudi et

al., 2025).

Android Monitoring App

T
= View Weapon Dashboard
L (Rifles & Pistols)
/ Check T History

—
T —
e |
Officer / Commander
Download Daily Report

Ask Al Warehouse Assistant
—

Figure 2. Usecase Diagram

The data validation process is
performed by matching physical weapons
with the data displayed in the application. This
system is designed to minimize human error
by automating record-keeping.  Only
authenticated users with a username and
password can access critical features such as
downloading reports and transaction history,
ensuring data integrity and security in

accordance with military standards.
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Display Weapon Rack
Visualizaion

User Server Backend

Felch real-ime status data of
all weapons from Database

Display Weapon Rack Send Rack Siatus Data to
Status Visualization App

Figure 3. Activity Diagram Weapon Racks

The figure 3 illustrates the Activity
Diagram of the armory monitoring system,
showing the interaction flow between the user
(Commander, Pasipam, and warehouse
personnel), the Android application as the
backend. The
login as an

the

frontend, and the server
process begins with user
authentication step, followed by
application requesting the latest dashboard
data from the server. The server retrieves
inventory data from the database and sends
it back to be displayed on the main
dashboard. Next, the user accesses the
the

application requests the latest rack data, and

weapon rack monitoring feature,
the server returns the real-time status of all
weapons. This information is then visualized
within the application, allowing users to
monitor armory conditions directly without
manual refresh, after which the system

remains ready to process subsequent

requests (Trisna Putra, 2025).

Server Backend Al Servico Notification Service (FCM) Android Aplication (User)

Send Text Notiication
Request from Grog Al (LLM)

(Send Notiication Massage|
to FCM Service

Figure 4. Activity Diagram Push Notification

The figure 4 illustrates the Activity
Diagram of a smart notification system based
on Generative Al involving the backend
server, Al service, Firebase Cloud Messaging
(FCM), and the Android user application. The
flow begins when the server detects important
events such as transactions or daily reports,
then prepares contextual data and sends it to
Grog Al to generate narrative notification text.
The Al-generated output is returned to the
server and forwarded to the FCM service,
which subsequently distributes the message
to users’ Android devices. The application
receives the push notification in the
background and displays a pop-up on the
smartphone screen, allowing information to
be delivered in real time without manual
intervention, thereby supporting responsive
and efficient weapon warehouse monitoring

(Nasution & Kamil Siregar, 2023).

Jurnal Telkommil, Vol 7 No 1, Al-Based Weapons Warehouse Monitoring Application. 18



Jurnal Telkommil, Vol 7 No 1, Al-Based Weapons Warehouse Monitoring Application.

ISSN:2723-1283, Volume 7, Mei 2026

Android Application
User Frontend Server Backend Grog Generative Al

Open Assistant Menu

Typa Cosian | Send Quiestion 4,[ Pracess Queston
Ak AT Foature
Fatch Data

Generate Naraive
Answer By Al

¢ Je—{senasa - mnnsne et e

Figure 5. Activity Diagram Chatbot Al

The figure 5 illustrates the Activity
Diagram of the Intelligent Assistant (Al
Chatbot) feature, describing the interaction
the

Pasipam, and warehouse personnel), the

flow between user (Commander,
Android application, the backend server, and
the Generative Al module. The process
begins when the user accesses the Assistant
menu and submits a question through the
application. The server then retrieves relevant
data from the database and forwards it to the
Generative Al module for analysis. The Al
generates a narrative response, which is sent
back to the Android application and displayed
to the user. This workflow is designed to
operate automatically and in real time,
enabling users to obtain warehouse condition
information quickly without manual data

searching (Agersi Diah Anggraini, 2024).

Scheduling System
(Cron Job)

p ) Server Backend Al Service

Android Application (User)

| Recaive & Dispiay Daily |
) Anal
e e Report Notfication
il l .
x User Taps Notfication
en Page & Disppiay Dal
Report

Figure 6. Activity Diagram Daily Report

[ Send Signal to Starl Felch Todays Transaction
Report io Senver Data from Database

The figure presents an Activity Diagram
of the automated daily report generation
process based on Generative Al, involving
the scheduling system (cron job), backend
server, Al service, and Android application.
The process begins with a daily time trigger
that instructs the server to retrieve transaction
data from the database, which is then sent to
Groq Al for analysis and summarization into a
narrative report. The generated report is
stored on the server and delivered as a push
notification via Firebase Cloud Messaging
(FCM) to wusers’ The Android

receives the notification and

devices.
application
displays the full daily report when opened,
enabling commanders and personnel to
access real-time armory condition summaries
without manual intervention (Tresnawati et
al., 2024).

RESEARCH RESULT

This chapter presents the results of
the prototype development phase of the
POLTEKAD weapons warehouse monitoring

application. The discussion includes user
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interface implementation, system functional

testing results, and an analysis of the

performance of the API integration and

generative Al features.
System Implementation

Based on the system design, an Android
application was developed as a monitoring
client for the armory system, retrieving
inventory and transaction data in real time
from the central server via REST API in JSON
format without local

storage. All core

processing is handled on the backend,

including database management and
integration with Generative Al through the
Grog Al API (LLM) to automatically generate
narrative reports from transaction data. The
Al-generated results are returned to the

server for storage and distribution to the

application. With this architecture, the
Android application serves as a lightweight
interface displaying the monitoring

dashboard, daily reports, FCM notifications,
and Al chatbot responses, enabling armory
information to be delivered in an integrated,
automated, and real-time manner without
manual et al.,

2025).

record-keeping (Pambudi

Login (Authentication) Page

This page serves as the main security
gateway of the system. Due to the sensitivity
of military data, the system is designed to

grant access only to personnel registered in
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the established database. Users are required
to enter a valid username and password to
access the system.

o .

2.

SISTEM MONITORING KEAMANAN
GUDANG SENJATA

Login Area

Figure 7. Application Login Page Display
Main Monitoring Dashboard Page
After
Dashboard page as the central monitoring

login, users are directed to the
interface for the armory system. The system
automatically retrieves JSON data from the
server to display real-time inventory statistics
in two main categories, Long-Barrel Rifles
and Pistols, with indicators for Total, In
Warehouse, and Checked Out that update
The

dashboard also provides access to the Ask Al

dynamically during RFID scans.
Warehouse Assistant feature, Daily Reports,
Transaction History, and Weapon Rack
Monitoring to view weapon positions in real

time. Through this integrated interface, users
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can monitor inventory and warehouse
activities efficiently without manual record-

keeping.

Monitoring Gudang

AT SENAPAN LARAS PANJANG

104 103 1
Total Di Gudang Keluar
I PisToL
106 105 1
Total Di Gudang Keluar
B ®

Laporan Harian Riwayat Transaksi

B

MONITORING RAK SENJATA

Figure 8. Monitoring Dashboard Display

Al Assistant Feature Integration

The flagship feature of this research is the
integration of Generative Al, placed at the top
of the dashboard in the form of a search bar
labeled "Ask the Al Warehouse Assistant...".
This feature allows officers or commanders to
ask natural questions (for example, "Create a
summary of weapons issued today") and
receive narrative answers processed by Al

based on recent transaction data.
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Asisten Cerdas Gudjat

Selamat Datang. Asisten Cerdas Gudang
senjata siap menerima perintah.

berapa jumlah senjata

Jumlah senjata di Gudang Senjata Poltekad:
- Senapan Laras Panjang: 104
- Pistol: 106

Siap, Komandan!

Demikian!

total senjata

Siap, Komandan!
Total Senjata di Gudang:

1. Senapan Laras Panjang: 103
2. Pistol: 105

Jumlah Total: 208

Laporan selesai, Selanjutnya mohon petunjuk!

Figure 9. Al Assistant Display
Monitor Weapon Racks

The figure 10 displays the Weapon
Rack Map page, which visualizes the position
of weapons on Weapon Rack 1 (slots 1-22)
in real time. Each box represents a rack slot,
with white indicating available weapons and
serial numbers, while red indicating "Not
Available" indicates weapons on loan or out
of stock. This visualization allows officers and
managers to directly monitor weapon
availability and position without physical
inspection, improving the speed of monitoring

and accuracy of inventory data.
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Figure 10. Weapon Racks
Daily Report

The figure 11 displays the Daily Report page,
which summarizes the weapons inventory
status on a specific date. Information is
displayed in four key indicators: Total Assets,
the number of weapons issued today, the
number returned, and the number not yet
returned. Additionally, a Print Report (PDF)
button allows users to download the daily
report in official document format. This view
helps leaders and officers obtain a quick
overview of weapons status for daily
operational evaluations.

Laporan Harian
] Minggu, 22 Feb 2026 ¥ 1)

100 15

Total Aset Keluar Hari Ini

5 10

Sudah Kembali BELUM KEMBALI

Cetak Laporan (PDF)

Figure 11. Daily Report

System Test Results

To ensure the application runs according to

user specifications, testing is performed using

the Black Box Testing method. This testing

focuses on the application's input and output

functionality without looking at its internal

code. The following is a summary table of the

main functional test results:

Table 1. Black Box Testing Result

No Tested Test Input Expected Result
Featur Scenario Output
1. Login User enters  Correct Successfully Valid
valid username redirected to
username & Dashboard
& password Password page
2. Login User enters  Incorrect Login failure Valid
invalid username message
credentials  or displayed
password

3. Dashboard System - Weapon Valid

loads statistics

inventory displayed

data (Total, In
Warehouse,
Checked Out)

4.  Weapon User opens - Real-time rack  Valid
Rack rack visualization
Monitoring monitoring displayed

menu

5. Dalily User opens - Daily summary Valid
Report daily report displayed

page

6. Al Chatbot User Text Narrative Valid

submits a query response
question displayed

7. Push Transaction - Notification Valid
Notification or report appears

occurs automatically
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DISCUSSION

This research aims to improve the
efficiency and accuracy of armory inventory
management by developing an Android
based monitoring system integrated with a
backend server and Generative Al services.
Based on the implementation and testing
results black box Based on the work that has
been done, this section discusses the
functional implications of the system in
answering the research problem. Testing was
conducted wusing an input and output
validation approach without reviewing the
internal code structure, thus focusing on the
suitability of the system's functions to

operational needs.

Key findings were obtained from a
series of tests on the application's core
features, including login authentication,
inventory dashboard loading, weapon rack
monitoring, daily reports, Al chatbots, and
automated notifications. All test scenarios
yielded "Valid" results, meaning the system
was able to respond to each input according
to the expected output. The login feature
successfully restricted access to only users
with valid credentials, thus ensuring the
system's initial security. The dashboard was
proven capable of displaying inventory
statistics (Total, In Warehouse, and Checked
Out) based on the data in the database. The
rack monitoring feature displayed real-time

visualizations of actual conditions, while the
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daily report successfully presented a data

summary without any functional errors.

Testing of the Al Chatbot feature
demonstrated that the system was capable of
accepting text-based queries and generating
relevant narrative responses based on the
available data. This confirmed that the Groq
Al API (LLM) integration on the backend was
running according to the architectural design.
Furthermore, the push notification feature
successfully displayed automatic notifications
when transactions occurred or reports were
the
Firebase Cloud Messaging (FCM) was

generated, proving integration with

working properly.

resultsblack box

the

the
that

Overall,
testingvalidated system
architecture—which separates the roles of
the Android application as a lightweight client
and the backend server as the data
processing center—functioned as designed.
The system reduced reliance on manual
record-keeping

and provided inventory

information  quickly, integratedly, and
responsively. The success of this testing
demonstrated that the developed prototype
met the functional operational needs of the
armory and was suitable for use as an
integrated

technology-based  monitoring

solution.
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CLOSURE

Based on the research results, an
Android-based armory monitoring system
integrated with REST API, backend server,
Firebase Cloud Messaging, and Generative
Al Grog has been proven to improve inventory
accuracy, speed of information presentation,
and reporting efficiency. The separation of the
application's role as a light client and the
allows

server as a processing center

dashboards, shelf visualizations, real-time

notifications, daily reports, and Al chatbots to
run automatically without manual recording.
The Generative Al integration successfully

transforms transaction data into report

narratives and contextual responses, thereby

reducing personnel workload and

accelerating leadership decision-making.

Thus, the research objective of realizing a
responsive, secure, and intelligent armory
management system has been achieved, with

opportunities  for  further development

throughlocal caching, biometric

authentication, and predictive analytics.
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