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BIOMETRICS 
 

ABSTRACT: This research centers on the development and deployment of a 

secure situation-mapping framework that integrates Multi-Factor 
Authentication (MFA) with biometric fingerprinting and the FIDO2 WebAuthn 
protocol. The project was initiated as a response to the growing sophistication 
of cyber threats—specifically phishing and unauthorized access—which pose 
a significant risk to sensitive territorial data.Adopting a Research and 
Development (R&D) methodology, the study progressed through systematic 
phases: requirement analysis, architectural design, implementation, and 
rigorous testing. The core of the system lies in its dual-layered defense, 
combining traditional credentials (username and password) with advanced 
biometric verification. To maintain high precision, the fingerprint matching 
process utilizes minutiae extraction paired with Euclidean distance calculations 
and rotation transformations. This technical approach ensures that verification 
remains accurate even when scanning positions are inconsistent.The 
implementation results demonstrate a marked improvement in both 
authentication speed and overall security. Furthermore, thorough white-box 
testing confirms that the architecture is resilient against common vulnerabilities, 
including SQL Injection and Cross-Site Scripting (XSS). Ultimately, the 
developed system provides a robust solution for data protection while 
significantly enhancing the operational efficiency of situation mapping 
management. 
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ABSTRAK: Penelitian ini berfokus pada pengembangan sistem keamanan pemetaan 
situasi yang mengintegrasikan Multi-Factor Authentication (MFA) dengan teknologi 
biometrik sidik jari serta protokol FIDO2 WebAuthn. Langkah ini diambil sebagai 
respons terhadap meningkatnya ancaman serangan siber, seperti phishing dan 
akses ilegal, yang berisiko membocorkan data teritorial sensitif.Melalui pendekatan 
Research and Development (R&D), tahap pengembangan dimulai dari analisis 
kebutuhan mendalam, perancangan, hingga pengujian sistem secara menyeluruh. 
Keunggulan sistem ini terletak pada penggabungan metode login konvensional 
(nama pengguna dan kata sandi) dengan lapisan verifikasi biometrik. Untuk 
menjamin akurasi, proses pencocokan sidik jari menerapkan metode ekstraksi 
minutiae yang dikombinasikan dengan perhitungan Euclidean distance serta 
transformasi rotasi. Hal ini memastikan proses verifikasi tetap presisi meskipun 
terdapat variasi posisi saat pemindaian dilakukan.Hasil implementasi menunjukkan 
bahwa sistem tidak hanya menawarkan tingkat keamanan yang lebih kokoh, tetapi 
juga performa autentikasi yang lebih cepat. Berdasarkan pengujian white-box, sistem 
terbukti tangguh dalam menghadapi berbagai kerentanan umum, termasuk SQL 
Injection dan Cross-Site Scripting (XSS). Secara keseluruhan, sistem yang 
dikembangkan berhasil memperkuat proteksi data sekaligus mendukung efektivitas 
operasional dalam pengelolaan pemetaan situasi. 

 

INTRODUCTION 

As digital infrastructure becomes 
increasingly central to military and 
governmental operations, the demand 
for ironclad authentication has never 
been higher. Traditional security 
measures—which often rely on a simple 
combination of usernames and 
passwords—are no longer sufficient to 
withstand modern threats. These legacy 
systems remain highly susceptible to 
credential theft, sophisticated phishing, 
and brute-force intrusions, leaving 
critical systems exposed.In the context 
of territorial data management and 
situation-mapping, the stakes are even 
higher; a single unauthorized entry could 
lead to catastrophic security breaches. 
To mitigate these risks, implementing 
Multi-Factor Authentication (MFA) 
alongside biometric fingerprinting offers 
a significantly more resilient defense 

than standard protocols. This multi-
layered approach ensures that access is 
granted only through verified, physical 
identity markers.This research 
addresses these vulnerabilities by 
developing a security framework that 
merges the FIDO2 WebAuthn protocol 
with fingerprint biometrics. The ultimate 
goal is to build a high-integrity 
authentication layer specifically tailored 
to meet the rigorous security 
requirements of situation-mapping 
applications, ensuring both data 
protection and operational trust. 
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The identification of security 
requirements is guided by the CIA Triad 
principle (Confidentiality, Integrity, and 
Availability). This ensures that territorial 
data is only accessible to authorized 

 

 personnel (Confidentiality), remains 
accurate and unaltered during 
processing (Integrity), and is 
consistently accessible for operational 
needs (Availability). 

RESEARCH METHOD 

This study employs a Research and 
Development (R&D) framework, a 
systematic approach designed to bridge 
the gap between theoretical security 
concepts and functional, field-ready 
applications. The research journey is 
divided into five critical, interconnected 
phases: 

1. Requirement Analysis & Identification 

The process began with an in-depth 
requirement analysis to establish a solid 
security baseline. This phase involved 
conducting structured interviews and 
field observations aimed at identifying 
the specific vulnerabilities in existing 
territorial data management. By 
gathering data from potential users and 
security experts, the study established 
the necessary standards for 
authentication speed, user accessibility, 
and data integrity. 

2. Multi-Layered System Architecture 
Design 

The design phase focused on 
constructing a robust defense-in-depth 
architecture. The system does not rely 
on a single point of failure; instead, it 
integrates three core components: 

a. Knowledge-based: Standard 
username and password 
credentials. 

b. Inherence-based: Biometric 
fingerprint recognition. 

c. Protocol-based: The FIDO2 
WebAuthn standard, which 
ensures that cryptographic keys 
never leave the user's device, 
effectively neutralizing remote 
phishing attempts. 

3. Cross-Platform Implementation 

To ensure operational flexibility, the 
system was developed using a hybrid 
approach, making it compatible with 
both web-based dashboards and mobile 
applications. This phase involved the 
integration of hardware-level biometric 
APIs (such as Android BiometricPrompt 
or Web Crypto API) to allow the 
software to communicate securely with 
the fingerprint sensors on various 
devices. 

4. The Biometric Engine: Minutiae & 
Euclidean Logic 

A significant technical focus was placed 
on the fingerprint matching algorithm. To 
handle the "noise" and variability of real-
world scans, the study implemented a 
multi-stage verification process: 

a. Minutiae Extraction: Identifying 
unique ridge endings and 
bifurcations. 

b. Rotation Transformation: 
Adjusting the input data to 
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account for different finger angles. 
c. Euclidean Distance Calculation: 

Measuring the spatial 
relationship between minutiae 
points to determine a "similarity 
score." Access is granted only if 
this score meets a predefined 
high-precision threshold. 

5. Rigorous Security & Reliability 
Testing 

The final stage involved a multi-tiered 
testing strategy to validate the system's 
resilience. 

a. Functional Testing: Ensuring a 
seamless user journey from 
registration to login. 

b. White-Box Testing: A 
"transparent" code review to 
ensure the internal logic is 
sound. 

c. Vulnerability Assessment: 
Specifically simulating SQL 
Injection and Cross-Site 
Scripting (XSS) attacks to 
confirm that the database and 
user sessions remain 
impenetrable. 

 

RESEARCH RESULTS 

The implementation and testing phases 
of this study have yielded 
comprehensive data regarding the 
efficacy and reliability of the developed 
security solution. The findings are 
categorized into the following key 
performance and security indicators: 

1. Successful Cross-Platform 
Deployment and Interoperability 

The development phase successfully 
realized a unified security framework 
that synergizes Multi-Factor 
Authentication (MFA) with biometric 
fingerprint technology. The system 
demonstrated a high degree of 
interoperability, with the FIDO2 
WebAuthn protocol functioning 
consistently and stably across various 
hardware architectures. This success 
includes seamless data synchronization 
between the web-based administrative 
dashboard and the mobile client 
application, providing a uniform user 
experience without compromising 
security standards at any access point. 

2. Strategic Alignment with Information 
Security Pillars (The CIA Triad) 

The system architecture was engineered 
with a primary focus on the three 
fundamental pillars of data protection: 
Confidentiality, Integrity, and Availability. 
This framework serves as the core 
evaluative baseline to ensure that 
territorial data managed within the 
situation mapping system is shielded 
from multi-dimensional threats. 

[INSERT YOUR CIA 
TRIAD IMAGE HERE] 
Figure 1: The Information 
Security Framework (CIA 
Triad) applied as the 
baseline for system 
evaluation. 

a. Confidentiality: Through the 
rigorous application of MFA, 
sensitive territorial data is 
guaranteed to be accessible 
only to authorized personnel, 
effectively closing loopholes for 
external information leaks. 
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b. Integrity: The utilization of 
precision biometric matching 
algorithms ensures that 
mapping data cannot be 
manipulated or altered illegally; 
any data modification is only 
possible through valid physical 
identity verification. 

c. Availability: The system is 
designed to be resilient and 
accessible at all times to support 
daily operational needs, 
ensuring that security barriers 
do not impede the flow of 
administrative or field-based 
workflows. 

3. Authentication Performance 
Optimization and Latency Reduction 

Quantitative testing indicates a 
significant improvement in user access 
speed. When compared to traditional 
manual credential entry (username and 
password), the integration of biometric 
sensors reduced overall authentication 
latency dramatically. This time efficiency 
is crucial in situation mapping 
management, where operational 
response speed is a decisive factor, yet 
it is achieved without compromising the 
rigorous identity verification procedures. 

4. Deep Security Validation and 
Vulnerability Assessment 

Comprehensive white-box testing was 
conducted to examine every layer of the 
application’s internal logic and source 
code structure. Technical evaluations 
confirm that the architecture is resilient 
against critical cyber exploits. 
Specifically, the system successfully 
mitigated risks associated with common 
yet dangerous attacks, such as SQL 
Injection and Cross-Site Scripting (XSS), 
resulting in a "hardened" environment 
for sensitive data processing. 

5. Secure Database Architecture and 
Cryptographic Protection 

Data protection extends beyond the 
login interface to the backend 
infrastructure. User profiles and 
biometric templates are not stored as 
raw images; instead, they are saved as 
hashed minutiae data using advanced 
cryptographic standards. This 
mechanism provides an additional layer 
of security; even in the event of a 
database breach, the original biometric 
information remains obfuscated and 
entirely unusable or unreconstructable 
by attackers for illicit purposes. 
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Table 1. Comparison of Related Studies 

No References Narrative Key Results Implication 

1 
Lubis et al. 
(2025) 

Discussed 
information 
security 
challenges in 
digital financial 
systems and 
emphasized the 
importance of 
layered security 
mechanisms. 

Highlighted 
vulnerabilitie
s in single-
factor 
authenticatio
n systems. 

Reinforces the 
need for Multi-
Factor 
Authentication 
(MFA) in 
sensitive data 
environments. 

2 
Agreindra et al. 
(2024) 

Analyzed 
cybersecurity 
risks and 
defense 
strategies in 
modern digital 
infrastructure. 

Identified 
phishing and 
malware as 
dominant 
attack 
vectors. 

Supports the 
integration of 
stronger 
authentication 
protocols such 
as FIDO2. 

3 

WebAuthn & 
FIDO2 
Implementation 
Studies 

Examined 
passwordless 
authentication 
using WebAuthn 
standards. 

Reduced 
phishing 
risks and 
improved 
authenticatio
n reliability. 

Validates the 
use of FIDO2 
in secure 
system 
development. 

4 

Biometric 
Fingerprint 
Authentication 
Research 

Investigated 
fingerprint 
minutiae 
extraction 
methods using 
Euclidean 
distance and 
rotation 
alignment. 

Achieved 
high 
matching 
accuracy 
despite 
fingerprint 
position 
variations. 

Demonstrates 
biometric 
feasibility for 
high-security 
applications. 

5 This Research 

Integrates MFA, 
fingerprint 
biometrics, and 
WebAuthn 
FIDO2 into a 
situation 
mapping system. 

Improved 
authenticatio
n speed and 
enhanced 
resistance to 
SQL 
Injection and 
XSS 
vulnerabilitie
s. 

Provides an 
applied 
security model 
for military-
based 
situation 
mapping 
systems. 
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DISCUSSION 

The findings of this study 
underscore a pivotal shift from 
traditional security models to a 
more resilient, biometric-centric 
architecture. The following points 
elaborate on the technical 
implications and the strategic value 
of the integrated system: 

1. The Evolutionary Leap from 
Conventional Credentials 

The integration of Multi-Factor 
Authentication (MFA) with 
fingerprint biometrics represents a 
significant advancement over 
legacy systems. Traditional 
methods, which rely solely on 
"something you know" (passwords), 
are inherently flawed due to human 
tendencies toward weak password 
selection and the ease of 
credential theft. By incorporating 
"something you are" through 
biometric verification, the system 
achieves uniqueness and non-
repudiation. Unlike a password, a 
biometric template cannot be 
shared, forgotten, or easily 
duplicated, ensuring that the 
person accessing the situation 
mapping data is indeed the 
authorized individual. 

2. Phishing Resilience via FIDO2 
WebAuthn 

A standout feature of this 
implementation is the use of the 
FIDO2 WebAuthn protocol. This 
protocol effectively neutralizes one 

of the most common cyber threats: 
phishing. Because FIDO2 binds 
the authentication process to a 
specific registered device and a 
unique origin (domain), a remote 
attacker cannot intercept and 
reuse credentials on a fraudulent 
site. This "origin-binding" creates a 
hardware-level trust anchor, 
ensuring that even if a user is 
tricked into visiting a malicious link, 
the authentication handshake will 
fail, thereby safeguarding sensitive 
territorial information. 

3. Addressing Environmental and 
Physical Constraints 

Despite the high security ceiling, 
the study acknowledges practical 
limitations inherent in biometric 
technology. Environmental 
factors—such as suboptimal 
lighting for scanners, moisture, or 
physical damage to a user's 
fingertips—can result in higher 
False Rejection Rates (FRR). 
These "noise" variables can hinder 
scanning quality and overall 
system accuracy. Recognizing 
these challenges is crucial for real-
world deployment, especially in 
rugged or military environments 
where perfect scanning conditions 
are not always guaranteed. 

4. Strategic Pathways for Future 
Enhancement 

To further fortify the system and 
improve the user experience, 
future iterations should prioritize 
the following enhancements: 
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a. Algorithmic Refinement: 
Transitioning to more 
sophisticated deep-
learning-based minutiae 
extraction could improve 
accuracy in cases of poor 
image quality or partial 
fingerprint scans. 

b. Adaptive Authentication 
Layers: Introducing a 
fallback mechanism, such 
as a Time-based One-
Time Password (TOTP) or 
push notifications, would 
ensure system availability 
when biometric sensors 
are unavailable or if a 
user’s physical condition 
prevents a successful scan. 

c. Liveness Detection: 
Incorporating "anti-
spoofing" or liveness 
detection would add 
another layer of protection 
against sophisticated 
physical attacks, such as 
high-resolution fingerprint 
replicas. 

CONCLUSION 

The primary objective of this 
research—to architect and deploy 
a robust security framework for 
situation mapping—has been 
successfully achieved. By 
integrating Multi-Factor 
Authentication (MFA) with 
biometric fingerprinting and the 
FIDO2 WebAuthn protocol, this 
study establishes a high-integrity 
defense mechanism tailored for 
sensitive territorial data 
management. 

The implementation of this system 
marks a significant improvement 

 over traditional, single-factor 
authentication methods. The 
results demonstrate that the 
synergy between physical 
biometrics and cryptographic 
hardware-bound protocols not only 
fortifies the system against 
sophisticated cyber threats—such 
as phishing and credential theft—
but also enhances overall 
operational effectiveness. Through 
the reduction of authentication 
latency and the mitigation of 
common vulnerabilities like SQL 
Injection and XSS, the system 
provides a secure yet efficient 
environment for real-time 
situational awareness. 

Moving forward, while the current 
framework provides a formidable 
barrier against unauthorized 
access, future development should 
aim to further diversify the 
authentication landscape. 
Expanding the system to include 
additional layers, such as adaptive 
Time-based One-Time Passwords 
(TOTP) or behavior-based 
analytics, would provide greater 
flexibility. Furthermore, conducting 
broader testing across diverse 
environmental conditions and 
larger user groups will be essential 
to refining the minutiae extraction 
algorithms and ensuring the 
system's long-term resilience in 
varied field operations.
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