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Sentiment Analysis Regarding Global Conflict Issues For Early 

Detection Of Psychological Threats 
 

Abstract: The spread of provocative narratives on social media during global 
tensions poses a psychological threat to national stability. This study aims to 
classify public sentiment regarding World War 3 issues using the Random Forest 
algorithm to support cyber defense readiness. Data was collected via YouTube API 
focusing on relevant news channels, preprocessed using TF-IDF, and classified 
into positive, negative, and neutral categories. The Random Forest model was 
configured with 100 estimators and evaluated using 5-fold cross-validation. The 
results show that Random Forest achieved an accuracy of [Isi % Accuracy] with 
higher precision compared to other methods. Negative sentiment dominated by 
fear and uncertainty indicates potential vulnerability to psychological operations. It 
is concluded that this model can serve as an early warning system for monitoring 
information warfare threats. 
Keywords: Sentiment Analysis, Random Forest, YouTube API, Cyber Defense, 
Psychological Threat 
 
Abstrak: Penyebaran narasi provokatif di media sosial selama ketegangan global 
menimbulkan ancaman psikologis terhadap stabilitas nasional. Penelitian ini 
bertujuan mengklasifikasikan sentimen publik mengenai isu Perang Dunia 3 
menggunakan algoritma Random Forest untuk mendukung kesiapan pertahanan 
siber. Data dikumpulkan melalui YouTube API dengan fokus pada kanal berita 
relevan, dipraproses menggunakan TF-IDF, dan diklasifikasikan ke dalam kategori 
positif, negatif, dan netral. Model Random Forest dikonfigurasi dengan 100 
estimator dan dievaluasi menggunakan 5-fold cross-validation. Hasil menunjukkan 
bahwa Random Forest mencapai akurasi sebesar [Isi % Akurasi] dengan presisi 
lebih tinggi dibandingkan metode lain. Sentimen negatif yang didominasi ketakutan 
dan ketidakpastian mengindikasikan potensi kerentanan terhadap operasi 
psikologis. Disimpulkan bahwa model ini dapat berfungsi sebagai sistem 
peringatan dini untuk pemantauan ancaman perang informasi.  
Kata kunci: Analisis Sentimen, Random Forest, YouTube API, Pertahanan Siber, 
Ancaman Psikologis 

INTRODUCTION The advancement of information 
technology has fundamentally altered the 
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national security landscape, where threats 
are no longer confined to the physical domain 
but extend to the cognitive realm through 
social media. Platforms such as YouTube 
serve as channels for disseminating global 
conflict narratives capable of triggering mass 
anxiety and potentially exploited for 
psychological warfare operations (Kshetri, 
2021). For defense institutions, the capability 
to early detect negative sentiment regarding 
strategic issues such as World War 3 
constitutes a critical component of cyber 
defense readiness. 

However, the massive volume of 
comments and the informal characteristics of 
the text hinder manual analysis. Existing 
literature demonstrates that the Random 
Forest algorithm is effective for sentiment 
classification with high accuracy (Pal, 2020); 
however, its implementation specifically for 
detecting psychological threats within 
Indonesian YouTube comments remains 
limited. The majority of studies focus on 
commercial contexts or general politics, 
rather than integrating analysis results as an 
indicator for an early warning system for 
military defense. 

This study aims to implement the 
Random Forest algorithm to classify YouTube 
comment sentiment related to global conflict 
issues. The research focus lies in measuring 
the model's performance in detecting 
negative sentiment as a potential indicator of 
psychological threats. The dataset was 
collected via YouTube API using keywords 
"World War 3", "global conflict", and "military 
threat", then processed using TF-IDF for 
feature weighting (Ramos, 2021). 

The practical benefit lies in the 
availability of a classification model that can 
be adopted by cyber units of the Indonesian 
Army for strategic issue monitoring in near 
real-time. Academically, this research 
contributes to the integration of machine 
learning with cyber defense strategies, 
specifically within the context of early 
detection of psychological warfare on 
Indonesian social media. 

LITERATURE REVIEW 

a.Text Mining 
Text mining constitutes a technique 

for extracting meaningful patterns from 
unstructured text data through preprocessing 
processes such as cleaning, tokenizing, and 
stemming (Liu, 2020). Within the context of 
cyber security, text mining enables the 
transformation of social media comments into 
numerical features for the early detection of 
information threats. 

b.Sentiment Analysis 
Sentiment analysis refers to the 

computational process of classifying text 
opinions into positive, negative, or neutral 
categories (Liu, 2020). In this study, YouTube 
comment sentiment is analyzed to identify 
global conflict narratives that potentially serve 
as instruments of psychological warfare. 

c.YouTube API 
The YouTube Data API v3 facilitates 

the structured retrieval of comment data with 
OAuth 2.0 authentication (Google 
Developers, 2023). This API is utilized to 
collect a dataset of Indonesian-language 
comments related to the keywords "World 
War 3" and "global conflict" as the research 
data source. 

d.Random Forest 
Fundamentally, Random Forest 

represents an ensemble learning technique 
that integrates a large number of decision 
trees to optimize prediction accuracy 
(Breiman, 2020). While a single decision tree 
relies on one model, Random Forest 
constructs multiple trees during the training 
phase and determines the final output based 
on the class mode of all trees. The 
construction of each tree involves random 
data sampling (bootstrap sampling) and 
random feature selection, which serves to 
minimize variance and prevent overfitting 
(Pal, 2020). For sentiment classification 
cases, the final decision is determined 
through a majority voting mechanism, 
whereas regression uses the average value. 
A significant advantage of this method is its 
robustness against anomalous data (outliers) 
and noise, as well as better computational 
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efficiency compared to standard bagging or 
boosting methods. 

According to (Breiman, 2020), the 
performance of the Random Forest model is 
significantly influenced by several key 
parameters that require configuration, 
including: 

1. N Estimators: Indicates the total 
number of decision trees formed in the 
forest. Configuration of this value 
varies, generally between 10 to 100 
trees, where increasing the number of 
trees can enhance prediction stability. 

2. Max Depth: Limits the maximum 
depth of each decision tree. This 
limitation is crucial to prevent the 
model from becoming too complex 
and avoiding overfitting conditions on 
training data. 

3. Criterion: Serves as a benchmark for 
the quality of the split at each node. 
Commonly available options are "gini" 
for the Gini impurity index and 
"entropy" for information gain. 

4. Min Samples Split: Sets the minimum 
limit of observation samples required 
to perform a split at an internal node. 
By default, this parameter is valued at 
2. 

5. Max Features: Determines the 
maximum limit of features evaluated 
when searching for the best split. 
Default values frequently applied 
include "auto", "sqrt", or "log2". 

Optimal parameter tuning is key to ensuring 
the model can effectively generalize 
sentiment patterns from YouTube comments 
related to global conflict issues. 

e.Pembobotan TF-IDF 
TF-IDF transforms text into numerical 

vectors by calculating word frequency relative 
to the corpus. The formulas used are (Ramos, 
2021): 

𝐼𝐷𝐹 =  𝑙𝑜𝑔(𝐷/𝐷𝐹) 

𝑇𝐹 − 𝐼𝐷𝐹 =  𝑡𝑓 ×  𝑖𝑑𝑓 

Description: 

𝐷 = Total number of documents in the 
training dataset 

𝐷𝐹 = Number of documents containing the 
specific term 

𝑡𝑓 = Term frequency / word occurrence 
within the document 

𝑖𝑑𝑓 = Inverse document frequency 

f.Confusion Matrix 
Model performance is evaluated using 

Confusion Matrix-based metrics (Grandini et 
al., 2020): 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  (𝑇𝑃 + 𝑇𝑁)/(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃
+ 𝐹𝑁) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  𝑇𝑃/(𝑇𝑃 + 𝐹𝑃) 

𝑅𝑒𝑐𝑎𝑙𝑙 =  𝑇𝑃/(𝑇𝑃 + 𝐹𝑁) 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 =  2 × (𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙)
/(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙) 

𝑇𝑃 = True Positive: Positive prediction, actual 
positive 

𝑇𝑁 = True Negative: Negative prediction, 
actual negative 

𝐹𝑃 = False Positive: Positive prediction, 
actual negative 

𝐹𝑁 = False Negative: Negative prediction, 
actual positive 

g.Psychological Warfare dalam Konflik 
Digital 

In modern conflicts, social media 
narratives can be exploited for psychological 
operations that undermine national morale 
(Kshetri, 2021). Early detection of mass 
negative sentiment regarding global conflict 
issues constitutes a critical component of the 
Indonesian Army's cyber defense system. 

RESEARCH METHOD 
The research methodology constitutes 

a systematic framework designed to achieve 
the study's objectives. This study employs a 
quantitative experimental approach with 
supervised learning to classify YouTube 
comment sentiment. The research stages 
comprise: data collection, text preprocessing, 
TF-IDF weighting, Random Forest 
classification, and model evaluation. The 
methodological flowchart is presented in 
Figure 1. 
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Figure 1. Research Methodology Flowchart 

a.Data Collection 
Data collection was conducted 

through two stages: crawling and labelling. 
Crawling was performed using the YouTube 
Data API v3 with the following keywords: 
"World War 3", "global conflict", "military 
threat", and "international geopolitics" 
(Google Developers, 2023). A total of 1,000 
Indonesian-language comments were 
collected from verified news channels over a 
six-month period. The labelling stage was 
carried out manually by three independent 
assessors using three categories: Positive 
(support, hopes for peace), Negative (fear, 
hatred, provocation), and Neutral (facts, 
questions). The Negative label served as the 
primary focus, as it constitutes a potential 
indicator of psychological warfare (Kshetri, 
2021). 

b.Text Preprocessing 
Text preprocessing constitutes the 

process of cleaning textual data before further 
processing by the model. This stage 
comprises five main procedures performed 
sequentially (Liu, 2020): 

1. Cleaning: This stage involves 
selecting relevant attributes and 
removing noise, including numbers, 
punctuation marks, emojis, URL links, 
multiple spaces, and line breaks. 

2. Case Folding: This stage 
standardizes text into lowercase to 
ensure word consistency. 

3. Tokenizing: This stage breaks down 
sentences into individual words or 
tokens. 

4. Stopword Removal: This stage 
eliminates words categorized as 
stopwords. Stopwords are frequently 

occurring words considered to lack 
significant meaning (e.g., "yang", "di", 
"ke" in Indonesian). 

5. Stemming: This stage identifies root 
words by removing all affixes attached 
to words (e.g., "memperhatikan" 
becomes "perhati"). The stopword 
removal and stemming processes 
were performed using the Sastrawi 
library, specifically designed for 
Indonesian language processing. 

c.Term Weighting 
The procedure for calculating TF-IDF 

weights in this study is as follows: 
1. Calculating the Term Frequency (tf) 

value, which represents the 
occurrence frequency of a word within 
a YouTube comment document. 

2. Calculating the Inverse Document 
Frequency (idf) value to measure the 
significance of a term within the 
corpus using the equation: 

𝐼𝐷𝐹 =  𝑙𝑜𝑔(𝐷/𝐷𝐹)                    (1) 

3. Calculating the final TF-IDF value by 
multiplying the tf and idf values 
according to the equation: 

𝑇𝐹 − 𝐼𝐷𝐹 =  𝑡𝑓 ×  𝑖𝑑𝑓                  (2) 

A high TF-IDF value indicates that the term is 
relevant for distinguishing between positive, 
negative, or neutral sentiment related to 
global conflict narratives. 

d.Classification 
The dataset, having undergone 

preprocessing and TF-IDF weighting, is 
partitioned into training data for model 
formation and testing data for performance 
evaluation. The working mechanism of 
Random Forest in this study follows these 
steps: 

1. Performing bootstrap sampling to 
extract random data subsets from the 
main dataset with replacement. 

2. Constructing a decision tree for each 
selected data subset, with random 
feature selection at each node split. 

3. Repeating the tree construction 
process until a number of trees 
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(forest) is formed according to the 
n_estimators parameter. 

4. Aggregating prediction results from all 
trees through a majority voting 
mechanism for classification. 

5. The sentiment class with the highest 
vote count is established as the final 
classification result for each test 
document. 

RESULTS  
A total of 1,000 comments collected 

via YouTube API underwent a labelling 
process to determine sentiment classes 
(Positive, Negative, Neutral). The data 
distribution results indicate a dominance of 
negative sentiment, reflecting public anxiety 
regarding World War 3 issues. The detailed 
class distribution is presented in Table 1. 

Table 1. Data Distribution Based on 
Sentiment Classes 

Sentiment 
Class 

Number of 
Data 

Percentage 
(%) 

Positive 187 18,7 

Negative 542 54,2 

Neutral 271 27,1 

Total 1.000 100 

The dominance of negative sentiment 
(54.2%) indicates that global conflict 
narratives tend to trigger emotional 
responses in the form of fear and uncertainty 
among Indonesian netizens. 

 

Figure 2. Sentiment Class Distribution 

a.Results Preprocessing 
The text preprocessing stage 

successfully removed noise from raw 
YouTube comment data. Table 2 illustrates 
examples of text transformation before and 
after the cleaning, stopword removal, and 
stemming processes. 

Table 2. Comment Text Preprocessing 
Results 

Stage Data 1  Data 2 

Original 
Comment 

"Waduh 
semoga ga 
jadi PD3 

😰" 

"Indonesia 
harus siap 
siaga!!" 

Cleaning "Waduh 
semoga ga 
jadi PD3" 

"Indonesia 
harus siap 
siaga" 

Case 
Folding 

"waduh 
semoga ga 
jadi pd3" 

"indonesia 
harus siap 
siaga" 

Tokenizing "waduh", 
"semoga", 
"ga", "jadi", 
"pd3" 

"indonesia", 
"harus", 
"siap", 
"siaga" 

Stopword 
Removal 

"waduh", 
"ga", "jadi", 
"pd3" 

"indonesia", 
"siap", 
"siaga" 

Stemming "waduh", 
"ga", "jadi", 
"pd3" 

"indonesia", 
"siap", 
"siaga" 

The preprocessing process reduced the 
average token length from 23 to 14 words per 
comment, while simultaneously eliminating 
98% of non-textual characters that could 
potentially serve as noise for the model. 

b.Random Forest Model Performance 
Model testing was conducted using an 

80:20 train-test split scheme and 5-Fold 
Cross-Validation. Table 3 presents the 
Confusion Matrix of classification results on 
the test data (200 samples). 

Table 3. Confusion Matrix of Classification 
Results 
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Predicted 
\ Actual 

Positiv
e 

Negative Neutral 

Positive 34 2 1 

Negative 3 102 5 

Neutral 1 4 48 

Based on Table 3, the model performance 
evaluation metrics were calculated as 
presented in Table 4, using the following 
equations: 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  (𝑇𝑃 + 𝑇𝑁)/(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 +
𝐹𝑁)     (3) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  𝑇𝑃/(𝑇𝑃 + 𝐹𝑃)                (4) 

𝑅𝑒𝑐𝑎𝑙𝑙 =  𝑇𝑃/(𝑇𝑃 + 𝐹𝑁)                   (5) 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 =  2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
  (6) 

Table 4. Model Performance Evaluation 
Metrics per Class 

Class Precision Recall F1-
Score 

Positive 0,919 0,919 0,919 

Negative 0,944 0,936 0,940 

Neutral 0,889 0,906 0,897 

Overall 
Accuracy 

 0,920  

The Random Forest model achieved an 
overall accuracy of 92.0%, with the highest 
F1-Score obtained for the Negative class 
(0.940). This indicates that the model is 
sufficiently reliable in detecting negative 
sentiment, which serves as a primary 
indicator of potential psychological threats. 

 

Figure 3. Visualization of Random 
Forest Confusion Matrix 

Based on Figure 3, the model 
demonstrates the highest accuracy in 
predicting the Negative class (102 out of 110 
samples correctly classified). The most 
frequent misclassification occurred when 
Neutral comments were predicted as 
Negative. This is reasonable, as neutral 
comments regarding global conflicts often 
contain words with negative nuances. 

c.Performance Visualization 
For comparative purposes, the 

Random Forest model was also evaluated 
alongside two benchmark algorithms: Naive 
Bayes and Support Vector Machine (SVM). 
The accuracy comparison results are 
presented in Figure 4. 

 

Figure 4. Accuracy Comparison of 
Three Classification Algorithms  

Based on Figure 4, Random Forest 
demonstrates superior performance 
compared to the two benchmark algorithms. 
This advantage is attributed to the capability 
of ensemble learning in reducing variance 
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and handling high-dimensional text data 
resulting from TF-IDF vectorization. The 
majority voting mechanism employed by 
Random Forest enhances prediction stability 
by aggregating outputs from multiple decision 

trees, thereby minimizing the risk of overfitting 
that commonly occurs in single-classifier 
approaches when processing noisy social 
media text data.

DISCUSSION 
Empirical results demonstrate that the 

Random Forest algorithm achieved a 
classification accuracy of 92.0% for YouTube 
comment sentiment regarding global conflict 
issues, significantly surpassing the 
performance of Naive Bayes (87%) and 
Support Vector Machine (89%). This 
performance advantage stems from the 
algorithm's ensemble architecture, which 
constructs multiple decision trees to mitigate 
overfitting risks inherent in single-classifier 
models when processing noisy social media 
text containing abbreviations and informal 
language. The model's high recall value 
(>0.90) for the Negative class is particularly 
critical, as it ensures minimal false negatives 
in detecting potential psychological threats, 
thereby validating its suitability for early 
warning systems in cyber defense operations. 

Situated within the broader context of 
machine learning applications for security, 
these findings highlight the strategic 
implications of sentiment dominance. The 
54.2% prevalence of negative sentiment 
mirrors patterns associated with 
psychological warfare, where adversarial 
actors exploit public anxiety to undermine 
national morale (Kshetri, 2021). Distinct from 
prior studies centered on general policy 
evaluation, this research integrates 
classification outputs directly into military 
threat monitoring, establishing a novel 
application of machine learning within cyber 
defense strategies. The observed technical 
robustness confirms that ensemble methods 
effectively manage high-dimensional text 
data, while optimized preprocessing further 
enhances performance by minimizing token 
noise. 

Operational implementation suggests 
that the developed model can be integrated 
into the Social Media Monitoring frameworks 
of Indonesian Army cyber units. The system's 

ability to operate in near real-time via 
YouTube API integration allows for proactive 
identification of destabilizing narratives before 
they escalate into cognitive threats. However, 
the reliance on keyword-based features 
presents limitations in detecting sarcasm or 
implicit context, which may lead to occasional 
misclassification of neutral comments as 
negative. Future iterations should address 
this by incorporating contextual large 
language models to refine semantic 
understanding without compromising 
computational efficiency. 

Ethical considerations remain 
paramount in deploying such monitoring 
systems. While public data collection is 
permissible, maintaining privacy standards 
and ensuring transparency in algorithmic 
decision-making are essential to prevent 
misuse. Periodic manual validation is 
recommended to adapt to evolving social 
media linguistics, ensuring the system 
remains accurate and accountable. 
Ultimately, balancing technological capability 
with ethical governance will determine the 
long-term effectiveness of AI-driven cyber 
defense tools in safeguarding national 
stability. 

CONCLUSION 
The implementation of the Random 

Forest algorithm demonstrates a significant 
positive correlation with sentiment 
classification accuracy for YouTube 
comments related to global conflict issues, 
exhibiting superior performance compared to 
Naive Bayes and Support Vector Machine in 
detecting negative sentiment indicative of 
psychological threats. The prevalence of 
negative sentiment at 54.2% confirms public 
perceptual vulnerability toward World War 3 
narratives, which can be exploited in 
information warfare operations to destabilize 
cognitive security. Consequently, it is 
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recommended that cyber units of the 
Indonesian Army adopt this model as a 
component of an artificial intelligence-based 
early warning system for strategic issue 
monitoring. Implementation should 
incorporate periodic manual validation, 
integration of contextual language models for 
improved sarcasm handling, and 
establishment of ethical protocols in social 
media data utilization. These measures will 
ensure the system's effectiveness and 
accountability in supporting national cyber 
defense resilience, while future research may 
explore cross-platform analysis and 
adversarial robustness against deliberate 
manipulation attempts. 
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